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Rethink IT. Reinvent Business.

Implementace G-Cloudu v zahranici

Referencni pripady

= |laaS CalCloud v USA

= Zkusenosti z implementace privatniho cloudu u polostatni
logistickeé spolecCnosti

* Implementace G-Cloudu v Nemecku, Velké Britanii
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» California Department of Technology (OTech) je poskytovatel laaS Cloud
sluzeb vSem statnim institucim/agendam ve staté Kalifornie USA

» Jedna se o Dedikovany Privatni Cloud

= IBM je generalni dodavatel poskytoval cloud technologii, OTech je
provozovatelem celého reSeni

Profil

» OTech zaméstnava 700 lidi

» Podpora pro vice jak 3,000 lokaci ve vSech 58 regionech v ramci Kalifornie.

* Infrastruktura soustfedéna do 2x Tier |l Data Center

« Hlavni sluzby: Servery, ukladani dat & Sitova infrastruktura, Email, Hostovani
aplikaci

» 500 zakazniku ze sektoru statni spravy

© 2011 IBM Corporation
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California

= | DEPARTMENT OF TECHNOLOGY

CalCloud
IQ T -
é 3 ® Bl T 1

Flexibility Security Multiple technology Competitive
and isolation platforms Pay-as-you-go

/4 \ rm—— cacloud B
—
4

Dedicated virtual private cloud
\_ P J \_

Shared cloud services )

« Dedikovany privatni cloud (laaS) pro statni instituce v USA.

« Sluzba je na urovni statniho institutu, na arovni privatni sité (LAN/WAN) v€etné
zabezpeceni a veSkerého HW/SW

 Cloud reseni dodano na klic IBM.

« CalCloud poskytuje hardware, software, portal a OS administraci (patching) jako
sluzbu

- Uétovani a platba je za konzumaci IT prostiedki - zadné ,,dopredné“ naklady .
« Self-Service business model (web portal) a servisni katalog

© 2011 IBM Corporation
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CalCloud nabizi nasledujici sluzby

RedHat Server
Windows Server
AlX Server

Backup

Infrastructure DR

Storage

Archive Storage

RedHat Virtual server (version 6 and above)
Windows Server (version 2008 and above)
AlX server (P7+ chip set, Power VM)

Two Tiers of backup. Backup replicated to Vacaville.
Tier | (One Hr. RPO) -Tier Il (Daily incremental, weekly full)

Two Tiers of DR (Oversubscribed and Reserved). DR
provided at Vacaville site. Tier | (One Hr. RPO&RTO) - Tier Il
(24hr. RPO & 96hr. RTO)

Additional storage for servers. (20 msec. response)

Additional archive storage for servers. (100 msec. response)

© 2011 IBM Corporation
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CalCloud “Shopping Cart”

The CalCloud self-service web portal je zalozen na principu ,nakupniho

kosiku® a ,balicku” konfiguraci.

Select your Base Server Size

Small Medium Large Extra Large

l Select your Operatmg System I

B Microsoft ?ﬁ’i&’i @
e 2

Select your Extras

Disaster s
Recovery torage

BUNDLESZE  CCU ""iggrf STORAGE
small 2 Core 4GB 90 GB
Medium 4 Core 8 GB 90 GB
Large g 16.GB 00 GB

Exralerge | 16 | 22GB %0 GB

Small VM Configuration = 2xCCU; 4GB RAM; 90GB Storage
Medium VM Configuration = 4xCCU; 8GB RAM; 90GB Storage
Large VM Configuration = 8XCCU; 16GB RAM; 90GB Storage
XLarge VM Configuration = 16xCCU; 32GB RAM; 90GB Storage

© 2011 IBM Corporation
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CalCloud ukazka ceniku

Ceny za pronajem serveru jsou MESICNI, ceny zahrnuji OBJEMOVE slevy,
ceny se stanovuji v KONFIGURATORU. Nize uvedené ceny zahrnuji ceny v
dobé zahajeni produkéniho provozu (<500 servert)

RedHat
With DR |
With DR I
Windows
With DR |
With DR Il
AlX

With DR |
With DR I

$658
$1194
$926
$679
$1200
$955
$1133

$1475
$1294

$914

$1450
$1182
$943

$1495
$1219
$1717

$2199
$1940

$1266
$1802
$1534
$1305
$1857
$1581
$2682

$3467
$3105

Small VM Configuration = 2xCCU; 4GB RAM; 90GB Storage

Medium VM Configuration = 4xCCU; 8GB RAM; 90GB Storage
Large VM Configuration = 8xCCU; 16GB RAM; 90GB Storage
XLarge VM Configuration = 16xCCU; 32GB RAM; 90GB Storage

$1841
$2376
$2108
$1900
$2450
$2174
$4852

$6287
$5589
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CalCloud cesta do ,cloudu”

Funkéni rast

SaaS

Fully evolved shared service
provider platform for CA
public sector

DaaS/PaaS/STaaS
Sluzby dle priorit odbératelt:

laaS+
Zakladni funkce cloudu

FY2013/2014 FY 2014/2015 FY 2015/2016

Casova osa

© 2011 IBM Corporation
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CalCloud logicka architektura - diagram

CalCloud Managed Services

User Access Layer

Authentication

Service
Catalog

Provisioning

Reporting
Services

LogLogic Backup/

Restore

Trouble
Tickets

CalCloud Managed Security

Automation

Layer
Doc/FAQs/
Videos

Service Automation
Shopping Management
Cart

Image Monitoring
Lifecycle
Mgmt
Usage and
Events Accounting

Dashboard

Reporting
Warehouse

Storage and Backup
- Management
Billing

Status

Control
Layer
VMware

POWER VM

*zIVM

*Solaris Zones

*Xen/KVM
(open source)

Physical
Resource
Layer

Compute
Nodes
(Windows/RHEL
X86)
Compute
Nodes
(AIX on
POWER)

Network

Common
Cloud
Storage

Backup
Storage

Dept of
Technology
Managed
zLinux /
DS8000

Tenant
Managed
AlIX
Environments
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« Redeni proslo 1500 bezpe&nostnimi parametry definovanymi OTech

« Parametry prevzaté z ISO/IEC 27002 (IT Security standards) a FEDRamp
(Federal Risk and Authorization Management Program)

* ITIL implementovan pro
» Coordinated Security Incident Handling

« Coordinated Change Control
« OTech Managed Vulnerability Scanning (identifikace zranitelnosti)
 Data ve vlastnictvi statu (VMs, virtual disks, data sets..)
 Lustrace poskytovatelu technolgii a sluzeb
 NDA podepsané s dodavateli
* Prinicpy: ,Least Privilege® a ,Separation of Duties”
« Sprava prostfedi pouze z teritoria USA

« Unikatni pfistupova prava pro kazdého klienta/konzumenta cloud sluzeb
(NO SHARED CREDENTIALYS)

© 2011 IBM G]a;Loration
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1 4 r

CalCloud vybérove rizeni a nakupni proces

4Q, 2013
30Q, 2012 1Q, 2013 = Vybér 2 generalnich
» OTech vydal RFI, = Cloud Advisory Board finalizace dodavatelt

zaméfeni na CENU Clenstvi = Flexibilni model vybéru
= Odpovédelo 13 = California Cloud Forum, = Vybér na zakladé kritéria

poskytovatelU Sacramento (Jan 2013) “best value”

» OTech vydava 2. RFI, zaméfeni na
funkcionalitu

3Q2012 4Q2012 1Q2013 302013
3Q, 2012
= Zalozeni: California
Cloud Advisory Board
3Q, 2013
= OTech vydava tzv: Invitation for Bid
1Q-3Q, 2013 (IFB)
» OTech prezentuje CalCloud interné = 105 mandatornich pozadavkii bylo
= OTech iniciuje RFS (request for zvoleno jako zadavaci kritérium

service) s 10 potencialnimi klienty
(tzv. early adopters) pro omezeny
seznam ¢innosti

© 2011 IBM Corporation
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CalCloud nakupni proces

« Klicové kritérium: ,value add”
 Odvozena kritéria:

v v

potfebu uspokojeni potfeb klienta, ktery za sluzbu plati Pay-as-you-Go
» Dlouhodobé partnerstvi — klient poZzadoval kontrakt s dlouhodobym partnerstvim (5 let), ne
pouze jednorazovou dodavku HW nebo SW produktu.

* Inicialni vybér zalozen na nasledujicich kritériich:

+ T&Cs,

+ SLAs

« 105 dedikovanych pozadavku (technologické, bezpe€nostni, projektové......)
» Finalni vybér: na zakladé kritéria ‘best value’
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DEPARTMENT OF TECHNOLOGY

Aktualni stav k ¢ervnu 2015

» Kontrakt podepsan v breznu 2014
» Produkéni prostredi k dispozici od ¢éervence 2014

« Kontrakt v fadu xx miliont USD na 5 let, prvni platba po 90 dnech

http://www.informationweek.com/cloud/infrastructure-as-a-service/ibm-and-california-partner-on-private-
cloud/d/d-id/1297526

InformationWeek semssms ez

Home  MNews & Commentary  Authors  Slideshows  Video  Reports  White Papers  Events

STRATEGIC CIO | SOFTWARE SECURITY MOEILE | BIG DATA ‘ INFRA

CLOUD // INFRASTRUCTURE AS A SERVICE

IBM & California Partner On Private
Cloud

CalCloud, the State of California's private cloud managed by IBM,
aims to streamline services for 400 state and local government
agencies.

Government agencies aren't the first group that come to mind as cloud
computing trailblazers, but the State of California is investing in its own private
cloud to help unclog the government service bottlenecks that occur all too
frequently in America's most populated state.

Eﬂ "CalCloud" is a collaboration between the California Department of
Technology and IBM to offer cloud services to state and local government

agencies using a subscription model based on usage. © 2011 1BM Corporation
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Logisticka spolecnost
CR
Pripadova studie
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» Nadnarodni spolecnost, globalni pusobnost (
* IBM, HP servery (PA-RISC, Itanium, x86)

* Diskové pole HP XP, EMC

» Sitova infrastruktura Cisco

* |IBM jako poskytovatel infrastruktury pro kritické systemy
— 5x PowerSystems p570 s iOS (Power 6)
— 4x PowerSystem p570 s AlX (Power 6)
— 5x DS8300 - 100 Th
— 2x zSeries z9 & z10 (mimo CR)

= SW portfolio (globalni)

— IBM: Informix, WebSphere, Rational, Datastage, Tivoli
— Oracle , Microsoft, CA, Software AG . ..

© 2011 IBM Corporation
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» Neefektivnost stavajiciho IT
— 4 tydny obvykle trva, nez je vyfizen pozadavek uzivatele na infrastrukturu serveru (testovaci,
VYVOjoVvy...)
— Standardni proces schvaleni pozadavku na IT sluzbu vvyZaduje minimalni participaci 2-3 manazeru
(pfimy nadfizeny, IT manazer)
— Dlouhodoba nespokojenost se zplisobem a dobou dodani interni sluzby

» IT sluzby zakaznika je potreba zlepsit v oblasti:
— Uzivatelské privétivosti
* Automatizace zpracovani pozadavku
» Minimalizace potfeby uzivatelskych zasah
 Standardizace nabidky formou jednoduchého servisniho katalogu

— ZlepsSit spokojenost interniho klienta
« Zkratit dobu plného vyfizeni poZadavku
* Eliminovat hledani alternativnich sluzeb mimo IT

= |dentifikované skutecnosti

— IT sluzby poskytované IT oddélenim maiji dlouhodobé z pohledu internich zakazniku sestupnou
tendenci.

— Méfeni spokojenosti interniho zakaznika s vazbou na finan¢ni usporu neni jednoduse vycislitelné

— Pristup klienta je reaktivni (nikoliv proaktivni): ztraty spojené s neposkytnutim IT prostfedku (v cloudu
i mimo) jsou jednodus$e vycislitelné az kdyz nastane havarijni situace © 2011 IBM Corporation
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= |dentifikace dodavatelu Q1 2011
— Prezenatce rfeSeni a moznosti )
» Proof-of-Concept Cerven 2011

— Vybudovani cloud prostfedi na miru
— Modelovy privatni cloud na zakazku (v IBM prostredi)

= Prototype Srpen 2011
— Modelovy privatni cloud na zakazku (v prostredi zékazm’ka,)
* Pilot vyvoj Listopad 2011/Unor 2012

— Modelovy privatni cloud na zakazku v IT prostfedi zakaznika a s integraci:
* Active Directory
* Implementujici Windows and Linux virtualni stroj
* Volitelné aplikace: Oracle, MS SQL Server
« Jednoduché meérfeni a uctovani za sluzby (bez integrace na ERP)
- Uprava web rozhrani splfiujici interni standardy klienta
* Produkce vyvoj Zari 2012

» Produkce provoz Unor 2013
» Windows as a Service
* Linux as a Service
« SaaS Rapid Warehouse Management System

© 2011 IBM Corporation
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Project Manager

—_— Client IT Architect
IT Specialist

— Cloud Management
IT Specialist

— Zalohovani/ obnova

W

Vmware / Cloud Management

IT Specialist
Vmware / HW infrastruktura

IT Specialist
Usage and Accouting

IT Specialist
Monitoring

© 2011 IBM Corporation
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Poskytoval

Uzivatel

Co cloud nabizi ?
Vybira sluzbu

v

IT infrastrukturu (
Poskytuje sluzbu IT Infrastrukturu (1aas)

Faktura za sluzbu

Software (SaaS)

Middleware (PaaS)

N, .
Iﬂ! i & rednat %
% ORACLE’ 11g Microsoft® N
% . 2z, DATABASE
2005 ~
00 A

SQL Server

© 2011 IBM Corporation
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Agreguje IBM zkusenosti z
implementaci projektu cloud
computingu

Metodicky vede k navrhu laaS, PaasS,
SaaS cloudu

Obsahuje micro-patterny a macro-
patterny které definuji

architekturu, navrh a implementaci
cloudu

V navrhu (CCRA) je reflektovana:
Metodika pro klienty

Cloud = Poskytovani sluzeb
Cloud sluzba formou SW/HW appliance

Cloud funkce v samotnych SW/HW
produktech

Cloud-enabled
data center /
building laaS

™

<

Cloud Service
Consumer

Cloud Services

CCRA 3.0

Cloud Service
Provider

Platform Services

=
- -

Common Reference Architecture Foundation

=L

Cloud Service Provider

Common Cloud
Management Platform (CCMP)

Existing & 3" party Business-| Process-
services, Partner as-a-Service
Ecosystems
Cloud
Service J
Integration
Is
~ Software-as-a-Service
Operati | Business
Support Support
Services Services
(0SS) (BSS)
| Platform-as-a-Service
Ci mer \
In-house IT

Infrastructure-as-a-Service

Infrastructure

Security, Resiliency, Performance & Consumability

Governance

Building SaaS

Cloud Service
Creator

© 2011 IBM Corporation
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Referenc¢ni architektura

Popisuje “Operational Services” a “Business Services” potfebné k implementaci riznych
cloud modelu

\\

//rCIoud Service

Consumer

f Cloud Service Provider rCIoud Service
Creator

Common Cloud ‘ Service ﬂ Business _
Management Platform Manager Manager Service ﬂ

Component

Cloud Services

.................................... — Developer
- LY - LY
ConsumedEnd - /' OSS - Operational Support * ¢ BSS - Business Support '
user Existing & i . 1} . [
3 party . Services .1 Services i
q i (L - P - i .
services, Y i ™ ™ . Service ﬂ
- 1] ) . L Customer Service Service ] Composer
Cloud Service Partner ] Service Delivery Catalog i1l Account Offering Offering |+
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1
Tools ' N1 \# H i
1 ' ' T : . il =
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Service 3 ] “41 Management |;
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IBM Cloud Architektura

IBM Cloud Architecture

» Hardware: IBM servery, ulozisté, sitova infrastruktura

» Virtualizace: s vyuzitim hypervisort riznych dodavatelu:
— VMware, KVM, Power VM, Citrix Xen, zVM...
— Provozované operacni systémy Microsoft Windows, Linux, AlX...

» Cloud Service Management: zajiStuje samoobsluzny portal, implementaci
sluzeb, monitorovani, kapacitni planovani, vyuzitelnost prostfedi a uctovani
za sluzby

» Cloud Services: zalohovani, security, life-cycle management....

© 2011 IBM Corporation
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Topologie laaS privatniho cloudu - zjdnodusena

(Cloud Access\ é Managing environment

Environment

Cloud Service
Consumer

Self Service
Portal

Cloud Service
Provider

-
Service Request Management, Monitoring, Fulfillment and Charging

-

/Backup
environment

AN /

Managed environment

N /- A

Software for storage backup

(Virtualization P
| VM | | VM || VM | | VM || VM | | VM
Microsoft* N - L] . Power
VIMWare] | g fiperv | WK VM| | CITRIX ower | | other
N
/Hardwa re Blade Center st
Networking and orage .
User L ul i storage accessories fecellibey
Interaction : Q -
Rack Center X = %?
Hypervisor | |
N J Y,
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Faze architektury End-to-End cloud computing reseni

Paroudnf
RIIeTILS i/,
DO ZA U VAU

1. Business Direction
(Drivers)

the project, the KPIs or CSFs, and how
{ Cloud compu

I
|
i
|
i

Understanding the existing “As-Is”
process, and how this must change in
orderto meetthe business drivers.

Definice

pozadavku
nacloud

What are the functionalrequirements
expected fromthe Cloud and who are thy
keyactors. ExpressedasUse Cases.

Technical Environment

5. Non-Functional
Requirements

High=level
Design
reseni

The system contextshould define the
boundary of Cloud, and the
integrations with 0S5 / BSS systems

7. Architecture Decisions

Clearly documented decisions on key
architectural points including the
rationale for the decision.

12-step process to defining the services
and the attributes of the candidate
Cloud services.

Roadmapa
& Project

12.Roadmap

15 Rosdmap tor Tramtormatonst Charge

10. Component Model*

Design and consider the components
of the solution both at a physical and
logical level, and their interaction.

xclusions, depen
hases with milestonesin th

11. Operational Model*

Design and consider the components
of the solution both at a physical and
logical level, and their interaction.

Assess the viability of the solution
to meet the requirements, having
the appropriate skills, and
stakeholder buy-in of the technical

components.

© 2011 IBM Corporation
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Priklad upravy uzivatelskeho rozhrani

User Name

ITS Private PaaS Cloud for
Test and Development

)

assword

—

J

License Matenal - Property of 18M Corp. © 1BM Corporation and other(s)
2009, 2011. 1BM is a reqistered tradamark of the IBM Corporation in the

United States, other countries, or both,

r

Home # Request a Mew Service # Virtual Server Management

Backup and Restore Server Image

Modify Praject

Cancel Project

Use this task to cancel a project. all of its virtual
servers will be de-provisioned and would no langer will
be available. Any saved images will also be deleted.

Rapid Demao
Prowision one or more Wiware virtual machines
containing a software image.

Windows as a Service
Creates new project and start provisioning of virtual
machines with Windows 05,

Type the request name

Manage Users and Teams

Madify Server

Linux as a Service
Creates new project and start provisioning of wirtual
machines with Linux OS5,

Rapid Test
Provision one ar maore Yhware virtual machines
containing a software image.
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» Uzivatelsky report — Detailed user usage report

» ManazZerské reporty
— Detailed call-of-order
— Report for charge team

J Common Reporting |

Work with reports

Viewer - Detailed user usage report

Detailed user usage report

‘MEMDR'{ ‘ DISK ‘

My Startup Pages
Settings
[=] Reporting
Common Reporting

J Common Reporting

=)
=)
S0
S0
S0
S0

S0

| Date ‘ Call-off- ‘ Team | Service ‘ Server ‘ ¥YCPU
order type name
20130320 IBMCloud IEMTEST Linw czcholsto00000z2 1 4,096
20130321 IBMCloud IEMTEST Linw czcholsto00000z2 1 4,096
20130322 IBMCloud IEMTEST Linwx czcholsto00000z 1 4,096
20130323 IBMCloud IEMTEST Linwx czcholsto00000z 1 4,096
20130324 IBMCloud IEMTEST Linwx czcholsto00000z 1 4,096
20130325 IBMCloud IEMTEST Linwx czcholsto00000z 1 4,096
20130326 IBMCloud IEMTEST Linwx czcholsto00000z 1 4,096
B
Welcome

Work with reports

Connection

=

Public Folders My Folders

Public Folders = Metering

ctduda q><h| L~ ‘LH}

HiC% YR
Entries: Il -

[ I B B |

e
e
ar

v

Name 2

Detailed call-off-order usage report
Detailed user usage report

Report for Charge team

Report for Charge team - automatic generation

Modified & !
april 20, 2013 6:30:03 AM i
January 22, 2013 4:03:45 PM 1
January 22, 2013 4:45:30 PM 1

april 20, 2013 £:20:15 AM i
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Pozadavek respektovat heterogenniho prostredi klienta, které IBM naplnuje formou podpory
, Vmware, Citrix, KVM, Hyper-V, PowerVM........

IBM nabizi formou implementace cloudu

véetné& i tzv. Monitorovani vyuziti & Uétovani (Usage & Accounting).

. spojenych s fizenim zivotniho cyklu serverd spocivajici v semi-

automatizovaném schvalovani standardnich pozadavku (2- az 3- stupriové schvalovani)

Navrhovana IBM implementace zaloZena na

spodivajici v postupném zacleriovani jednotlivych servert do Cloud infrastruktury.

. a jejich dalSi vyuzivani pro zalohovani
virtualizaCni vrstvy v Cloudu.

. navrhovaného Cloud prostfedi na stavajici systémy klienta

— Notifikace: E-mail

— Konfiguracni databaze: CMDB

— Autentikace & Autorizace: MS AD

— Ugtovani: SAP

29 © 2011 IBM Corporation
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» Postfehy obecnégjsiho razu
— Pro uspésnou implementaci je nezbytna soucCinnost dodavatele i odbératele
— Budovani cloudu ma oboustranny dopad na:
 HW, sitovou, SW, virtualiza¢ni infrastrukturu
* Procesy a postupy uvnitf organizace (ITIL apod.)
» BezpecCnost v IT
— Mit jasné oCekavani (co oCekavam od cloudu a toto jasné tlumocit konzumentim cloud
feseni)
— Konkretizovat zadani pro dodavatele (vyhnéte se formulacim: ,feknéte jak to cloud déla
a my se prizpusobime®)
— Cloud feSeni ve smyslu jeho rozsahu se da implementovat postupné a fazovat dle priorit
klienta

© 2011 IBM Corporation
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Dekuji za pozornost !
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